What {%CISOS and security leaders reveal
about’Al's real impact on SOC operations

94% 7 85%

use Al in the SOC Al tools per SOC want something
in some capacity on average different

1AIIS EVERYWHEF
— BUT UNIFIED NC

80% rely on fragmented
80%

point tools
10% 10% run more than
10 Al tools
85% would prefer a
85%

unified platform

WHAT TYPES OF Al ARE SOCS RUT

76%
Gen Al

73%

LLMs
56% 49% 49%
Agentic Custom Al Vendor Al
Agents Agents

2Al1 IS CARRYING T
ANALYSTS MAKE

Teams believe Al can do the work.
They're not letting it.

Triage
Confident in Al vs.  Using Al
97%
35%
Remediation
Confident in Al vs.  Using Al
95%
37%
Containment
Confident in Al vs.  Using Al
92%
37%

2% 3%

are comfortable with autonomous Only 3% want human
Al on medium-severity and below approval on everything

3.THE ANALYST RO
1S EVOLVING

m hours/week on Al oversight

say Al improved workload
say Al reduced burnout

TOP IMPROVEMENTS TO DAILY SC

Work-life balance and flexible scheduling
Fewer repetitive or manual tasks

Workload distribution and prioritization

TOP EXPECTED BENEFITS OF Al IN

Improved quality of life and reduced burnout
Greater SOC capacity — alert disposition and remediation within SLA

Reduction in mean-time-to-respond (MTTR)

4TRUST IS THE
LIMITING FACTOR

92% cite at least one factor reducing trust.

TOP CONCERNS:
oata rvacy

False negatives / missed threats

Data governance
False positives

Loss of control over Al decisions

WHAT WOULD BUILD CONFIDENCE

46%
Full transparency into

Al decision -making
41%

Strong data p y
protection

32%
Regulatory compliance
certifications

29%

Human-in-the-loop
controls

5.THE MARKET KNC
WHAT IT WANTS

WHAT MATTERS MOST IN A TRUE ,

92%
Continuous learning and
adaptation to attack patterns

90%
Explainable Al decisions —
no black boxes

89%

End-to-end SecOps from
triage to remediation
88%

Full platform
integration

85%  33%

want a unified Al say it would resolve
SOC platform their trust issues

SEE THE FIN

CGet the Full Report )

See the Al SOC in action. Geta Demo >

©2026 TORQ. ALL RIGHTS RESERVED



