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Please see the Appendix for detailed methodology, market definition, and scoring criteria.

ABOUT THIS EXCERPT

The content for this excerpt was taken directly from IDC MarketScape: Worldwide
Standalone Al SPC Platforms 2026 Vendor Assessment (Doc # US54127026).

IDC OPINION

Security operations centers (SOCs) are being asked to do more with a workforce that is not
growing at the same rate as alert volume. IDC’s own survey work finds that 63% of
organizations experience alert overload frequently or worse, and that false positives and
process limitations, not staffing gaps, are the most-cited reasons analysts cannot investigate
every alert. The result is a SOC where mean-time-to-detect and mean-time-to-respond stay
stubbornly high even as tool spend increases, because the bottleneck has shifted from data
collection to correlation, triage, and decision-making.

Standalone Al SOC platforms are built to close that gap. By applying agentic reasoning to
triage, investigation, and response, these tools compress work that once required a human
analyst reading through multiple consoles into a single, largely automated workflow, while
preserving rollback and human checkpoints where buyers still demand them. This is not full
autonomy; it is a shift in where analyst judgment gets applied, from repetitive triage toward
oversight and exception handling.

The remainder of this study examines how the vendors in this assessment are executing on
that promise, and where vendor claims and buyer expectations still diverge, starting with the
inclusion criteria and market dynamics that define this category.

IDC MARKETSCAPE VENDOR INCLUSION CRITERIA

The Al-driven security operations center can be roughly described as a security analytics
layer delivered as an appliance or software as a service (SaaS) that drives alerts,
investigation, and remediation to SOC analysts. Responses are often autonomous
depending on how the client asks. A more formal definition can be found in the Market
definition section.

The technology and minimal financial requirements to qualify for this study include:

= A company must have a combination of $20 million in revenue or in seed capital as of
March 1, 2026 (this was revised from December 31, 2025, as the study evolved).

= The solution must also be generally available (GA) for deployment as of April 1,
2026.
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= For formal review and scoring, capabilities that were GA as of August 7, 2026 (the
end of the Black Hat conference) were considered.

= These solutions are deployed on the data/analytics layer of SOC visibility tools.

= Agents are very likely to be a part of the solution, but it is not a requirement. Agents
are something of a double-edge. While they may add visibility and help create a
preferable workflow, they must be secured, and the solution must be resilient.

= This study is about the analytics layer of the SOC. In this case, the exclusion criteria
matter for this study.

= In this study, IDC does not include companies that leverage endpoint to become
extended detection and response (XDR) solutions.

= There are managed detection and response (MDR) and managed security service
providers (MSSP) that have developed in-house, standalone Al SOC capabilities,
and in some cases may even be licensing the technology. These are covered with
IDC’s Managed Security Service and not considered here.

= Additionally, in this study, IDC does not include companies that are next-gen SIEM or
SIEM (i.e., vendors that have their own data lake as a source). Actually, we note that
a few vendors developed this capability during the developmental window of this
study and were excluded.

ADVICE FOR TECHNOLOGY BUYERS

Enterprise buyers are moving faster than the market can standardize how standalone Al
SOC platforms should be evaluated. IDC’s global survey work and vendor evidence
gathered for this study point to a set of practical considerations that cut across all platforms
in this assessment, regardless of architecture or pricing model. Some of these observations
reflect what buyers themselves report wanting; others reflect gaps and inconsistencies IDC
observed while comparing vendor claims against reference accounts and demonstrated
capability. Together, they offer a starting checklist for structuring a technology evaluation, a
request for proposal, or a proof of concept, rather than an exhaustive buying guide.

= Never lose the fundamentals. No matter how sophisticated Al technologies and
platforms become, a failure to execute on the most elemental cybersecurity
fundamentals will cause the greatest undoing. Machines, identities, and agents that
are not properly credentialled, especially in the age of Mythos, will very likely be
exploited. Taking monthly inventories of hardware, software, and applications is a
tedious but essential task. But if there are unaccounted applications, end users,
personas, etc., investigating the reason for this anomaly will save headaches down
the line. Consider preventive and proactive measures as a continuous loop that ties
in with detection and response, because smart thinking ahead of time will reduce the
blast radius and help refine and improve the quality of alerts.
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=  You own the metrics; the metrics do not own you. This is your SOC; thus, IDC
encourages increasing use of automation, but the degree to which there is a human-
in-the-loop is up to the technology buyer. The best description of what a CISO does
is that he or she buys down risk: whether that means more headcount, more
software, great internal guard rails, or living with a certain amount of risk, are all
contingencies that must be accounted for, understanding that real-world
cybersecurity is gated by fiscal constraints. One of the great things about agentic Al
is that it will enable cybersecurity vendors to add greater customization to the tools
and services they provide.

= Design for reversibility, not just accuracy. IDC’s Global Al-Driven SOC Survey
found that rollback capability is simultaneously the leading trust driver in autonomous
decisions (55%) and the leading priority once an action has been taken (25%),
ranking ahead of accuracy, explainability, and even incident prevention. That is a
meaningful signal: buyers are not asking vendors to be perfect; they are asking to be
able to undo a mistake quickly. Technology buyers should treat rollback and recovery
mechanics as a first-order evaluation criterion, not a footnote to a containment
features list. Ask vendors to demonstrate an actual rollback, including how state is
captured before an action executes, how long recovery takes, and whether rollback
works across third-party tools the platform does not directly own. Vendors that can
only describe rollback in the abstract should be treated with more caution than the
marketing language suggests.

= Press vendors on closed-loop verification, because most have not built it. 91%
of survey respondents said verifying an autonomous action occurred and that risk
actually decreased is the ultimate goal of automation. Only 26% currently rely on
automated evidence collection to confirm that outcome; the rest depend on follow-up
telemetry checks, manual spot-checking, or a simple API success response. That
gap between expectation and practice is one of the widest in the survey. Buyers
should ask vendors specifically how a claimed remediation is verified after the fact,
whether that verification is automated or manual, and what happens when the
verification step disagrees with the initial action. A vendor that can only confirm an
action was attempted, rather than that it succeeded, has not solved the problem
buyers say matters most.

= Expect to extend the SIEM and existing tooling, not replace it. Roughly 74% of
surveyed organizations own a SIEM and expect a standalone Al SOC tool to work
with it, and buyers are effectively split between full platform replacement (38%) and
layering an autonomous capability on top of existing tools (40%). API-based
integration into current workflows was the single most-preferred deployment model,
ahead of migrating to a new investigation console. The practical implication for
buyers is to weigh integration depth, APl maturity, and coexistence with current SIEM
and case-management investments as heavily as any autonomy claim. A platform
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that requires wholesale replacement of an already functioning stack should be
expected to justify that cost against a genuinely superior outcome, not simply a
newer interface.

= Treat vendor-reported outcome metrics as a starting point for questions, not a
conclusion. Nearly every vendor profiled in this study cites impressive self-reported
figures: false-positive reduction rates above 90%, alert investigation times
compressed from hours to minutes, and hundreds of millions of findings triaged, with
only a small fraction requiring action. These figures are rarely independently audited,
and methodology varies from vendor to vendor; a reduction percentage means little
without the underlying baseline and sample size. Buyers should ask for the
denominator behind any headline statistic, request the same metric calculated
against their own environments during a proof of concept, and talk to reference
customers about how the vendor’s numbers were derived. IDC could not
independently verify most of the outcome claims in this study, and buyers evaluating
the same vendors should expect to perform that verification themselves.

= Determine who actually owns detection engineering. Vendors in this category
take meaningfully different approaches to where detection logic originates. Some
platforms generate and continuously tune their own detection content, incident
scoring, and entity models as a core part of the product. Others are designed to
ingest whatever detections already fire in a customer’s SIEM and add investigation,
correlation, and response on top of them, leaving detection engineering largely in the
customer’s hands. Neither model is inherently superior, but they carry different long-
term staffing implications. A platform that depends on customer-authored detection
content requires an organization to retain detection engineering skills in-house
indefinitely; a platform that natively owns detection shifts that burden to the vendor,
along with the risk of vendor lock-in. Buyers should explicitly ask which model a given
vendor follows before assuming that autonomy extends to detection creation.

= Interrogate guardrail architecture as a specific mechanism, not a marketing
claim. Nearly every vendor in this study describes its platform as having guardrails,
but the actual mechanics vary widely. Some vendors rely on policy-based action
limits and cost or execution caps; others use named, editable rules that flag specific
users or assets for elevated approval; still others combine model-attack protections,
such as prompt-injection defenses, with separate throttling controls for alert-volume
spikes. Approval workflows also differ: some platforms require human sign-off for any
high-impact action unless it has been explicitly pre-authorized. In contrast, others
default to autonomous execution within a defined risk tier. Buyers should ask each
finalist to walk through one specific, high-impact scenario end to end, showing
exactly where a human would be inserted into the loop and why, rather than
accepting the word guardrails as a sufficient answer on its own.
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= Test plug-and-play claims against realistic implementation effort. Vendors
routinely describe their platforms as easy to deploy, citing SaaS delivery, prebuilt
integrations, or native Al assistance for configuration. Reference interviews
conducted for this study told a more nuanced story: one long-tenured customer
described its platform candidly as not a plug-and-play product, noting that meaningful
value required building custom agents, integrations, and workflows tied to the
organization’s specific tools and use cases. That is not necessarily a criticism of the
platform, since the same flexibility that requires configuration work is often what
enables deep customization later. It does mean buyers should discount vendor-
stated time-to-value figures and instead ask reference customers directly how long it
took them to reach production use, and what internal resources were required.

VENDOR SUMMARY PROFILES

This section briefly explains IDC’s key observations resulting in a vendor’s position in the
IDC MarketScape. While every vendor is evaluated against each criterion outlined in the
Appendix, the description here summarizes each vendor’s strengths, challenges, and
opportunities.

Torq

Torq is positioned in the Leaders category of the 2026 IDC MarketScape for standalone Al
SOC.

Torq delivers its Al SOC Platform as Saa$S, built around named modules, Torqg Auto Triage,
Torq HyperAgents, Torg Socrates, and Torg Case Management, that together handle
ingestion, normalization, triage, enrichment, verdict, and response rather than centering on
a dedicated detection data lake. The platform reached general availability March 1, 2026,
and runs on a multiregion, multi-availability-zone architecture spanning the U.S., the EU,
and APAC, with a track record of 99.99% availability over five-plus years and contractual
recovery-time and recovery-point commitments.

Licensing follows a three-step methodology, a Platform Tier by organization size, a
Workspace Tier by capability level, and optional add-ons, with no indicative dollar figures
provided for either the midmarket or enterprise scenario in the RFI; the digital assistant,
Socrates and HyperAgents, is billed as a separate add-on rather than bundled by default.
The enterprise scenario notes that German and Japanese data-residency requirements
would likely require separate platform-tier selections per operating region.

Strengths

= How detections are derived. Rather than a single black-box model, verdicts move
through a structured, multistage pipeline: ingestion and OCSF normalization, alert-
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family classification into either a specialist pipeline for known types, EDR, phishing,
identity, cloud, network, or a generalist semantic chain-of-thought pipeline for
anything else, parallel entity, IOC, and business-context enrichment, and a dual ML-
and-RAG verdict mechanism, Reflex plus Recall, before MITRE ATT&CK mapping
and policy-based routing produce a final call. Each stage is inspectable, giving
analysts a traceable path from raw alert to conclusion rather than an opaque score,
and the same pipeline underlies the storyboard view an analyst sees on any given
alert.

= Open, multiparadigm extensibility. Customers build automation through visual no-
code workflows, natural-language prompts via the Socrates Agentic Builder, full “as
code” APl and SDK access, or by bringing their own coding or reasoning agent
through MCP and A2A protocols, a wider range of extensibility paths than a single-
paradigm approach offers. The Agentic Builder can reportedly generate a new
integration from vendor documentation in minutes, and the vendor cites hundreds of
customer-built long-tail integrations created this way. Custom agent creation, Torq
HyperAgents, extends this further with configurable tools, guardrails, and skills.

= A specific, checkable Al research program. Torq names distinct techniques
behind its verdict pipeline rather than describing machine learning generically: per-
customer BERT encoder models on dedicated GPUs, a Contrastive-Loss and
Weighted-Cross-Entropy-trained classifier, GEPA prompt optimization, and a
reinforcement-learning model gym for ongoing calibration. Reflex is described as
learning a specific team’s judgment from every analyst correction rather than only
updating prompts or looking up past cases, and the vendor reports it matches an
analyst’s corrected verdict 85% of the time versus 65% for the semantic-search
approach it attributes to competing “learning” platforms, a vendor-reported figure not
independently benchmarked here.

= International datacenters supporting regulated, multiregion enterprises. The
platform’s multiregion, multi-availability-zone architecture spans the U.S., the EU, and
APAC, backed by a public Status Portal, third-party penetration testing, and a
continuous 99.99% availability track record over more than five years with contractual
RPO and RTO commitments. Licensing explicitly accounts for data-residency
requirements in specific geographies, the RFI's enterprise scenario notes that
German and Japanese operations would likely each require a separate platform-tier
selection, giving multi-national buyers a concrete answer for where their data and
processing reside.

= Broad, Al-specific compliance posture. Beyond SOC 2 Type Il, Torq holds ISO
27001, BSI C5 Type I, CSA STAR, HIPAA, and GDPR coverage, and was an early
adopter of ISO/IEC 42001 which is the standard specifically for Al management
systems. A named federal partner network, Merlin Cyber, Carahsoft, and BAE
Systems, targets FedRAMP Moderate and High, GovRAMP, and DoD IL5
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requirements, positioning the platform for regulated and public-sector procurement
even while FedRAMP authorization itself remains in process.

Challenges

Detection-versus-orchestration dependency on partner signal. Ransomware
detection is scored fully supported, yet the narrative states detection itself is “the
primary domain of EDR,” with Torq enriching EDR telemetry with threat intelligence
and business context rather than detecting ransomware natively; native DLP and
data-anomaly detection is similarly scored fully supported while the accompanying
narrative describes it as dependent on third-party frontier model partnerships
(Bedrock, Vertex, Azure Al Foundry, OpenAl, Anthropic) rather than a native engine.
Both patterns leave it unclear what native detection signal, if any, the platform
contributes absent those integrations.

Unverified claims and eligibility language requiring clarification. Torq’s headline
automation figures, a 60x triage-velocity increase, 90%+ MTTR reduction, and 100%
autonomous Tier 1 handling for some customers, are presented without named
customers or methodology. Separately, one RFI answer describes the platform’s
approach as relying on “a single context data lake,” phrasing that echoes this study’s
own next-gen-SIEM exclusion criteria and should be clarified as referring to a context
and enrichment layer rather than a SIEM-style detection data lake.

Paid core capability and thin disclosure elsewhere. The digital assistant,
Socrates and HyperAgents, arguably the platform’s central agentic capability, is billed
as an add-on rather than included in base licensing, and no indicative dollar figures
were provided for either pricing scenario in the RFI, limiting cost-of-ownership
comparison. The NDR integration list (three vendors) is notably thinner than in other
integration categories and drift monitoring for customer-built custom agents is
advisory, via Solution Architect guidance, rather than the automated nightly
evaluation applied to Torg-operated agents.

Consider Torq when

Torq suits organizations that already run a capable SIEM or SOAR stack and want to layer
an agentic triage, automation, and case-management platform on top rather than replace
the detection layer outright, particularly teams looking to retire a legacy SOAR product and
consolidate automation and case management into one system. It fits organizations that
want to assign different large language models to different analysis tasks rather than being
locked to a single provider.

Because ransomware and DLP detection depend on integrated EDR and third-party Al
partnerships rather than native detection, prospective customers should confirm what native
signal, if any, Torq contributes absent those integrations, and because the digital assistant
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is billed as a separate add-on, total cost of ownership should be clarified before assuming it
is included by default.

A consumer products manufacturer’s cybersecurity architect described replacing a costly
third-party MSSP and an existing SOAR with Torq, citing roughly $500,000 a year in
combined savings, a “council” of models cross-checking severity verdicts, and close to
1,000 Al-generated SIEM tuning recommendations over the past year.

APPENDIX

Reading an IDC MarketScape graph

For the purposes of this analysis, IDC divided potential key measures for success into two
primary categories: capabilities and strategies.

Positioning on the y-axis reflects the vendor’s current capabilities and menu of services and
how well aligned the vendor is to customer needs. The capabilities category focuses on the
capabilities of the company and product today, here and now. Under this category, IDC
analysts will look at how well a vendor is building and delivering capabilities that enable it to
execute its chosen strategy in the market.

Positioning on the x-axis or strategies axis indicates how well the vendor’s future strategy
aligns with what customers will require in three to five years. The strategies category
focuses on high-level decisions and underlying assumptions about offerings, customer
segments, and business and go-to-market plans for the next three to five years.

The size of the individual vendor markers in the IDC MarketScape represents the market
share of each individual vendor within the specific market segment being assessed. The
rough sizes of the bubbles come from the end of year 2025 actual revenues as IDC could
best verify and these pertain to the platform reviewed; not to overall revenues for the
company.

IDC MarketScape methodology

IDC MarketScape criteria selection, weightings, and vendor scores represent well-
researched IDC judgment about the market and specific vendors. IDC analysts tailor the
range of standard characteristics by which vendors are measured through structured
discussions, surveys, and interviews with market leaders, participants, and end users.
Market weightings are based on user interviews, buyer surveys, and the input of IDC
experts in each market. IDC analysts base individual vendor scores, and ultimately, vendor
positions on the IDC MarketScape, on detailed surveys and interviews with the vendors,
publicly available information, and end-user experiences in an effort to provide an accurate
and consistent assessment of each vendor’s characteristics, behavior and capability.
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When vendor sections were written, they were sent back to vendors for factual review. IDC
always retains the right to accept or decline the suggested edits. As this document was in
the publication cycle, IDC talked to the vendors about their score (Leader, Major Player, or
Contender).

Market definition

In the study, we use the word “solution”. IDC sees XDR, SOC, SOAR, and Hyper SOAR as
a merging form factor. Almost all of these solutions use of agents, but that is not a necessity
for inclusion in the study.

The following are the required solution features:

The platform must have continuous visibility of endpoints. This isn’t the type of control
synonymous with endpoint detection and response (EDR) but the platform must see
if a device is managed or unmanaged. Additionally, the solution must be endpoint
agnostic.

The solution must produce alerts. No matter how it gathers telemetry, it has to
generate alerts, prioritize alerts, and diminish false positives. The ability to create
agents is preferred, but no matter the agent technology, the agents must be safely
deployed.

Security orchestration automation and response (SOAR) is necessarily included on
the platform. The SOAR generates a workflow and advises or initiates ephemeral and
permanent responses to incidents.

The platform must provide contextual awareness including detection, contain, and
recovery strategies. The platform must be able to describe what prompted an alert,
what the blast radius is, and provide strategies on how to reduce the attack surface.

User entity behavioral analytics (UEBA) is an essential part of the solution. UEBA is
designed to be self-learning and consistently wizening. What UEBA does is establish
statistical baselines for every entity within the network as well as setting the
relationships between devices within the network. UEBA is one way to understand
how devices are connected and provides the ability to reset devices back to the
network if devices need reimage.

Ideally, the solution should be able to integrate NDR, EDR, threat intelligence,
web/email security, and SIEM. IDC looks favorably for integrations with 1AM, firewall,
data security, and other IT/Security platforms.

There is not necessarily “one solution fits all.” Vendors can differentiate by offering
DLP, special treatment of threat intelligence, and the inclusion of other sources of
telemetry. Also, notable value-adds can include help with asset inventory,
compliance, IT operations, and application monitoring.
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Extensibility to hybrid architecture is preferred. A standalone Al SOC platform should
include visibility for on-premises networks as well as for the leading public cloud
environments such as Amazon Web Services (AWS), Microsoft Azure, and Google
Cloud Platform (GCP), and virtual private clouds (VPCs).

The solution should include specific insights about identities including user behavioral
analytics (UBA), tracking identities through multiple surfaces, and protection of Active
Directory.

The solution should be able to continuously assess risk.

No matter how good the solution is, it must protect its agents and its core analytics
from attack. Resiliency also matters.

As the study evolved

Below will be a list of Strategies and Capabilities that were formally considered for scoring
the study, and the general guidelines are a solid grounding for the study, but the reader
should be aware of observations of notes:

Agentic Al is the next logical step in IT and security platforms, but a real appreciation

should be given to GenAl capabilities. Without exception, every platform measured in
this study offered explicit NLP descriptions of how an alert was generated (noting that
conclusions made in a demo environment are tough to super-impose into what would
be a client’s specific environment).

The ability to port agentic capabilities in different form factors. The vast majority of
the time, these standalone Al SOC tools will go onto a network as SaaS. But often,
different clients may want an air-gapped solution, a solution deployed as local
enterprise software or have a version that is a dedicated to one or a small number of
machines. This type of versatility was a consideration in the assessment.

IDC believes in the human-in-the-loop concept, but certain responses need to be
immediate (isolating a suspected endpoint or adding a known bad domain/IP address
to a badlist on a firewall at the time of discovery).

It becomes clearer that the detection and response cycle begins “left of boom.”
Solution providers that can provide automated red teaming, exposure management,
vulnerability scanning and/or attack surface management, microsegmentation, and
business risk management are reducing the blast surface proactively and
consequently getting better alert fidelity.

At this point, we have ambivalent feelings about detection rules. The old caveat
about existing detection rules is that they handle about 80% of practical alerts
efficiently. This has two benefits. First, detection rules help create a consistent SOC
process; and second, rather than triggering tokens to create a playbook, the action is
simply taken. Conversely, there are two problems with detection rules. The first is
that they require constant tinkering and updating. The second is that attackers are
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adding depth to their tactics. Detection rules are all but useless against a zero-day
attack.

= Perhaps one of the greatest aspects of LLMs is that they can build code much more
quickly than human developers. Ostensibly, that would dramatically lessen the need
for formal connectors, integrations, and software development kits (SDKSs). Like the
comment above about detection rules, a true bidirectional connector is preferred over
a simple connector, but the advantage to security vendors that have a shelf of
connectors and formal integrations versus custom-created connectors is unclear (IDC
still leans toward the integration model).

= The Al harness matters. Many of these platforms are designed to generate
customized agents. However, the agents should be debugged before deployment.
The harness could include but is not limited to checks that sensitive data does not
leak, conclusions made outside of an underlying LLM model, multiple redundancies
safeguarding against hallucinations, and assurance checks to make sure agents do
not access parts of the network that they have no permissions to go to.

* Pricing is hard to quantify. In this evaluation, IDC provided a sample business for
midsize companies and enterprises. Many of the vendors were transparent about
their pricing paradigms, though it was still hard to provide even sample pricing
without knowing how many routers, switches, and concentrators or what the practical
heterogeneity of what client network is. When a business asks for a proof-of-concept,
it is only then that the cybersecurity solutions provider can understand what happens
at deployment.

= The biggest factor toward rating these companies and platforms was (naturally) how
much the standalone Al SOC could make a client’'s SOC more effective. These
factors would include manual hours saved in triage or response, risk diminishment,
and added visibility. Many of the vendors though had capabilities that could eliminate
the need for NPM, APM, configuration assessment tools and even SIEM
replacement. Self-evidently, if a standalone Al SOC solution can either add
functionality to the SOC or displace a tool, that should be considered when a client
decides to commit to a tool. In this study, when formal metrics were relatively close,
the ability to help with tool consolidation was a tiebreaker.

LEARN MORE

Related research

= 2026 IDC Survey: Global Al-Driven SOC Survey, 2026 — From Automation to
Conditional Autonomy (IDC #US54783026, August 2026)

= 2026 Network Detection and Response Market SWOT Analysis (IDC #US54594024,
June 2026)
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= |IDC Survey: Agentic Al Use Case Adoption Survey Within the Cybersecurity
Function, 2026 (IDC #US54531226, May 2026)

=  Worldwide Network Detection and Response Forecast, 2026—2030 (IDC
#US52790926, April 2026)

= Novel Threat Detection and Response Report: Presenting 20 Novel Use Cases (IDC
#US53936425, December 2025)

» |DC MarketScape: Worldwide Extended Detection and Response Software 2025
Vendor Assessment (IDC #US52997325, September 2025)

»  Worldwide SOAR and Firewall Automation Forecast, 2025-2029 (IDC #US53802825,
September 2025)

Synopsis

This IDC MarketScape study assesses vendors offering standalone Al security operations
center (SOC) platforms that met the inclusion criteria of this study, scored against strategy
and capability criteria built from vendor RFI responses, product demonstrations, and
customer reference interviews. The category exists because SOC alert volume keeps
outpacing headcount: 63% of organizations report frequent alert overload, and false
positives and process limitations, not staffing gaps, are the most-cited reason analysts
cannot investigate every alert. Standalone Al SOC platforms apply agentic reasoning to
triage, investigation, and response, compressing multiconsole work into a largely automated
workflow. Adoption spans enterprise teams, MDR providers, MSSPs, and systems
integrators, most expecting a new platform to work alongside an existing SIEM rather than
replace it.

The urgency behind this category is no longer theoretical. In 2026, Anthropic disclosed that
its unreleased Claude Mythos model autonomously discovered thousands of high-severity
vulnerabilities and chained them into working exploits, Wiz's Project Atlas outscored Mythos
on a vulnerability benchmark, and Hugging Face was breached not by a human, but by an
autonomous Al agent that escaped its sandbox. Each event compresses the gap between
disclosure and exploitation, signaling offensive Al is scaling as fast as defensive Al. This
study weighs vendors across two axes, strategies and capabilities, pairing the IDC
MarketScape figure with vendor profiles so buyers can match corroborated maturity against
their gaps rather than marketing claims.

“This is an exciting time for both cybersecurity vendors and the clients they serve. Agentic
technologies are compressing detection and response from hours to minutes, and speed is
no longer optional. The adversary has already added Al to its own tactics, using
autonomous systems to discover vulnerabilities, chain exploits, and in at least one case,
breach a target directly. Vendors that can show their agents reason transparently, act within
defined guardrails, and improve with each investigation will define this category. The rest
will be measured against them,” said Chris Kissel, vice president, IDC Security & Trust.

©2026 IDC #US54127026e 13



ABOUT IDC

International Data Corporation (IDC) is the premier global market intelligence, data, and
events provider for the information technology, telecommunications, and consumer
technology markets. With more than 1,300 analysts worldwide, IDC offers global, regional,
and local expertise on technology and industry opportunities and trends in over 110
countries. IDC’s analysis and insight help IT professionals, business executives, and the
investment community make fact-based technology decisions and achieve their key
business objectives.

Global headquarters

One Beacon Street
Suite 33100
Boston, MA 02108
USA
508.872.8200

X: @IDC
blogs.idc.com
www.idc.com

Copyright and trademark notice

This IDC research document was published as part of an IDC continuous intelligence service, providing written
research, analyst interactions, and web conference and conference event proceedings. Visit www.idc.com to
learn more about IDC subscription and consulting services. To view a list of IDC offices worldwide, visit
idc.com/about/offices. Please contact IDC at customerservice@idc.com for information on additional copies,
web rights, or applying the price of this document toward the purchase of an IDC service.

Copyright 2026 IDC. Reproduction is forbidden unless authorized. All rights reserved.



	IDC MarketScape: Worldwide Standalone AI SOC Platforms 2026 Vendor Assessment
	this idc excerpt features torq as a leader
	IDC MarketScape figure
	about this excerpt
	IDC opinion
	IDC MarketScape vendor inclusion criteria
	Advice for technology buyers
	Vendor summary profiles
	Torq
	Strengths
	Challenges
	Consider Torq when


	Appendix
	Reading an IDC MarketScape graph
	IDC MarketScape methodology
	Market definition
	As the study evolved

	Learn more
	Related research
	Synopsis

	About IDC
	Global headquarters



